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Abstract— Intelligent cathodic protection (CP) proposes a 

new architecture for network-controlled CP system. It is 

based on monitoring the polarization of the pipe at a suitable 

measuring point by means of a controller and a transmitter in 

order to send control information to the CP receiver, which 

must be located near the power source and should be able to 

adjust the input current according to the received data in order 

to optimize the energy consumption thanks to the CP. This 

approach is applicable to both transmission and distribution 

gas networks, which have the same measurement problems, 

but in the latter cases, due to the complexity of the network, 

it is more difficult to predict how the potential changes in 

individual branches of the network. The key objective of the 

proposed system is real-time pipeline protection, logging of 

data from terminal tap points (TLP) distributed over the 

pipeline and transformer rectifier unit (TRU) at base stations, 

server-based interrupt and control algorithm, remote 

diagnostics and analysis, alerts and action notifications real-

time corrections. 
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I. INTRODUCTION 

W Corrosion is a destructive electrochemical process of iron 

that is initiated when two reactions take place: oxidation, also 

called the anodic reaction, which involves the release of iron 

electrons, and reduction, commonly referred to as the 

cathodic reaction, using these electrons reduction (oxygen or 

water). Oxidative reactions cause the loss of iron, while 

decomposition is required to absorb electrons, while 

maintaining charge neutrality [1]. The strength and degree of 

corrosion of a metal depends on a number of factors related 

to the environment of the metal and the environment. Rapid 

corrosion occurs especially in metals where there is 

contamination and where the physical stress is distributed 

evenly. The level of corrosion is also influenced by natural 

parameters. It increases with increasing temperature, oxygen 

content, humidity and electrolyte conductivity [5]. Anti-

corrosion measures are in high demand in the oil and gas 

industry to avoid the risk of damage and cost of pipe 

replacement. Chemical treatments, coatings, and electrical 

power are some of the techniques used to prevent rust. 

Cathodic protection (CP), based on electric current, is one of 

the most effective ways to prevent electrolytic corrosion in 

metallic structures such as underground pipelines, oil and 

water tanks and vessels [5], [6]. It can be defined as “a 

strategy to control the corrosion of a metal surface by doing 

it downstream of the cathode in an electrochemical cell, using 

direct impact forces or by attaching a sacrificial anode such 

as Mg, Al or Zn” [7]. The first method, called impressed 

current CP (ICCP), uses a pipe to provide the cathodic 

polarization needed to protect the metal structure. 

 Regardless of the method used, the purpose of 

cathodic protection is to reduce the level of corrosion to a 

level that will prevent damage during service to the protected 

structure. For this reason, the correct design and management 

of the CP system is an important condition for ensuring 

economic security and efficiency. In terms of gas 

transmission and distribution, the main issues affecting 

network expansion are: the length of pipelines in transport 

networks and the difficulty of network planning for large 

metropolitan distribution networks. In both cases, it is 

difficult to have a good understanding of the potential 

distribution in the network, which is a key parameter for 

assessing the security posture [8], [9]. Another key way to 

model a CP system is to monitor the potential profile near the 

pipeline network to ensure safety conditions. To monitor 

performance in the distribution network, it is nowadays 

possible to perform manual measurements, which are carried 

out periodically at certain measuring points, or through 

remote control systems. The latest is based on global system 

for mobile communication (GSM) / communication system 

for radio packet service (GPRS) measuring devices. In ICCP 

systems, a regulator is encoded in the power supply capable 

of setting an impressive current output based on the cathodic 

polarization of the pipe phase measured near the input region. 

To ensure a secure environment in networks, the current level 

is usually higher than the required minimum. Many research 

works have been carried out in an attempt to find a way to 

improve and improve the management of CP programs in 

order to achieve better current regulation and economic 

benefits. Figure 1 shows the system architecture.  

 
Fig. 1: System Architecture 

 Overall, the System will work to set the optimum 

performance of the transformer rectifier unit based on the 

control action defined in the rule, the output of the TRU can 

be defined to work with respect to the reference from the local 

field or it can be from a remote center. 

 A sensor node typically consists of a microcontroller 

or microprocessor functioning mostly as a controller, sensors 

measuring targeted physical quantities and a transceiver 

communicating with other sensor nodes or a supervisor 

(sink). In this embodiment, the sensor node of the endpoints 
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is more complicated due to the requirements of the CP 

monitoring system. First of all, the sensor nodes must 

communicate with a nearby user with a tablet or smartphone 

using Bluetooth or a similar interface. 

 It also includes a GPS module for synchronization 

along with an SD card for storing measured data. All of these 

components must be properly built into the sensor node. The 

design of the TU is very similar to the sensor node, except 

that it has several additional interfaces (cellular, Ethernet, and 

Bluetooth) for the Internet and a solid-state relay. The 

software design of sensor nodes focuses on two main 

components: synchronization algorithm and data 

transmission. Both are link-level protocols developed 

individually and then integrated to provide fully functional 

software. The design and implementation of the 

synchronization algorithm is rather dependent on the 

microcontroller and the transceiver. Time synchronization is 

essential for data fusion and coordination of distributed 

events. CP pipeline monitoring requires synchronized 

measurements within seconds. The design of the 

synchronization algorithm is a challenge because LWSN 

timing hardware is sensitive to shifts and offsets due to 

component quality, aging, temperature, and humidity. 

A. RF, antennas and radio links 

Sensor nodes typically use a simple omnidirectional RF 

antenna, antennas, and radio link sensor, as many 

deployments require omnidirectional radiation with known 

radio link characteristics [10]. However, this presents three 

design challenges: (i) RF matching network to connect the 

transceiver to antennas radiating in opposite directions, (ii) 

compact but directive antennas in the sub-GHz band and their 

integration with metal test stands, (iii) coupling budget and 

path loss estimation in high mountains with deep valleys. 

Two options were considered for the RF matching network. 

The first is the use of RF switching between antennas, since 

only one of the antennas is used at a time. The second is to 

use an RF splitter (combiner) where both antennas can be 

used simultaneously. Finally, path loss estimation is essential 

to ensure coverage requirements for CP monitoring, 

especially in mountains with deep valleys where different 

environmental conditions must be considered. 

B. Unit of measurement 

The meter simply provides accurate and highly accurate 

measurements of voltage or current (DC and AC) from the 

outputs of any two components in Fig. 1, i.e. anode ground or 

ground-to-pipe or anode-to-pipe. This requires high input 

impedance and very good filtering at the MU input. 

Additionally, the ADC's high sampling rate and isolation 

should be satisfactory in the design. It has been thoroughly 

tested in the field. 

II. LITERATURE REVIEW  

 In recent years, much attention has been paid to the so-called 

network control systems (NCS), in which the control loop is 

closed by another type of communication network [7]. They 

are characterized by low price, flexibility and high 

restructuring [8], [9]. The author proposed the development 

of a new network-driven ICCP program. Based on the rental 

of the pipe bulkhead in the appropriate dimensioning using 

the CP meter, which integrates a logic controller and a 

transmitter for the transmission of control information to the 

CP receiver, which must be located near the position. The 

power supply should be able to convert the current 

impressively in terms of the acquired data, which is intended 

for the efficient use of power due to the CP. In ICCP systems, 

the power supplies the current to maintain the polarization of 

the pipe network. This can be done in two ways: current (CC 

mode) or fixed voltage (CV mode). In CC mode, a value is 

currently set to ensure that CP [1] status is verified 

everywhere in the pipeline. 

 The article entitled "Network Control System for 

Cathodic Protection of Gas Pipelines" explains the cathodic 

protection (CP) technique for limiting metal corrosion in 

pipeline networks. Monitoring the potential distribution 

along the network is necessary to maintain the effectiveness 

of the CP system. [2]. 

III. DESIGN OF AN INTELLIGENT CATHODIC PROTECTION 

SYSTEM 

A typical CP system involves measuring very low voltage or 

current (DC and/or AC) while system components (anode 

ground, ground pipe, anode-pipe, etc.) are mechanically 

switched. A typical CP system and its components are shown 

in Fig 2. 

 
Fig. 2: Proposed Wireless Network based CP Monitoring 

system. 

 There are usually several dozen terminal lead points 

(TLPs) on an electrically isolated section of pipe. Each TLP 

has an embedded sensor node connected to a measurement 

unit (MU). The test site sensor nodes communicate 

directionally using long-range radio frequency transceivers 

connected to two directional antennas positioned back-to-

back to radiate in opposite directions. The data collected at 

each TP is then successively transmitted through the 

neighboring TP and the agglomerated data is processed by the 

terminal unit (TU). TU has several functions. First, it 

transmits commands from a monitoring web server or a 

nearby user with a tablet or smartphone to a neighboring 

sensor node. Custom software tailored to the task runs on a 

web server or tablet. Second, it collects the agglomerated data 

through the neighboring node and ensures its integrity, and 

then forwards it to the web server or tablet. It also provides 

configuration commands whenever necessary to sensor nodes 

against failures and errors. 

 When a connection to the connected gateway is 

available to the smart object, the gateway relays information 

to the control center via long-range communication and also 
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to nearby mobile units or maintenance personnel via short-

range communication for repair and possible actions. . In both 

cases, the gateway will attempt to communicate with nearby 

gateways via short-range communication to communicate the 

sensed information to the control center. In this way, the 

sensed information about any anomalous event will be 

reliably and efficiently delivered to the control center in any 

case. Smart objects installed on various assets (pipelines, 

tanks, wellheads, pumps and relief valves) of the oilfield 

environment will be interconnected and will intelligently 

cooperate and share sensed information to achieve a common 

goal. Their goal will be to timely and reliably detect or 

diagnose any type of catastrophic failure or anomalous event 

around the entire oilfield environment to reduce revenue 

costs, total downtime, increase production costs, and prevent 

environmental or personnel harm. 

A. System Design and Implementation  

 
Fig. 3: Terminal Lead Point (TLP) Block Diagram 

The TLP have Solar panel DC supply, so Power supply need 

to charge battery in day time and power main unit in night 

time. Figure 3 shows block diagram for TLP system 

implementation. 

Input Specification for Power supply  

a) DC 12-24V DC  

b) Output- 5V, 2A a. MCU- 3.3V b. GSM Modem- 4.1V 

c) Output to charge – 12V Lead acid maintenance free 

Battery.  

d) Output signal to measure solar and battery voltage.  

e) Protection – Input HV/LV  

f) Over Temperature protection  

g) Ripple – less than 1%, 

h) Indication – a. Output 5V On  

i) Operating Temperature – 0-55 deg  

B. Battery Calculation  

 

Table 1: Battery Capacity Calculations 

C. TLP/Mid –point Functional flow algorithm  

The proposed system provides a method for communicating 

the sensed information reliably and efficiently to the control 

center. Fig. 4 represents a schematic view (flow chart) that 

illustrates how our proposed system will reliably, efficiently 

and accurately communicates the sensed information about 

the anomalous event zone (defects) within the oil field 

environment to the control center and taking possible 

measures to solve the problem. As shown in Figure. 4 when 

the leak or any other anomalous event is detected, the smart 

object first tries to send the sensed information directly to the 

control center through long range communication. If the 

direct link to the control center is not available, the smart 

object communicates with its connected gateway using short 

range communication to handover the information to the 

control center. But if the link to its connected gateway is not 

available then it will communicate with other nearby smart 

objects through short range communication for 

communicating the sensed information to the control centre. 
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Fig. 4: TLP Mid-Point functional Algorithm 

 Since pipelines can be spread across any 

geographical location, we need at self-powered    TLP 

monitoring system. We have used solar power for generating 

auxiliary supply for TLP circuit. Also to take care of night 

time working of circuit, a lead acid battery 12V 7AH is used. 

Calculations has been already demonstrated that 12V 7AH 

battery can give back time of complete 24 hrs. 

 TLP power supply employs 30W solar panel, 12V 

7AH battery and LM317 based linear regulator. It’s basically 

a DC to DC converter which converts solar power to DC 

voltage appropriate for battery charging. LM317 regulator 

circuit takes solar panel voltage as input and converts to 

13.8Vdc to charge battery with approximate current of 

800mA.  LM317 is basically a linear voltage regulator, its 

output voltage can be adjusted using it ADJ Pin. We have 

sensed battery voltage and accordingly changed ADJ pin 

reference to keep output voltage at desired level. 

 This circuit charges battery with constant voltage – 

constant current characteristics (CV-CC) with Max charging 

voltage of upto 13.8V and current maximum upto 1A. to 

control current going to battery , powers supply used 

transistorized current control. Once current reaches to its 

maximum value then charging voltage is decreased and once 

charging current decreases to 100mA then charging voltage 

is maintained at constant 13.8V. TLP power supply test has 

been carried out over day time with lead acid battery 

connected to it. 

Solar Panel Volt Battery Voltage Battery Current 

16.5 12.01 750 

16.25 12.2 745 

16.4 12.25 745 

16.3 12.26 745 

15.95 12.30 742 

15.92 12.32 740 

15.78 12.41 740 

15.75 12.45 740 

15.60 12.65 740 

15.55 12.70 738 

15.52 12.71 735 

15.5 12.76 730 

15.48 12.82 730 

15.40 12.86 730 

14.90 13.65 600 

14.90 13.68 550 

14.80 13.68 500 

14.75 13.68 450 

14.75 13.68 420 
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14.70 13.68 400 

14.70 13.68 390 

14.70 13.68 300 

14.70 13.68 250 

14.65 13.68 190 

14.65 13.68 100 

           Table 2: TLP Power Supply Test Report 

D. Main Transformer Rectifier Unit: 

TRU have AC 230V supply whereas CPPSM have DC 48V 

Supply, TRU Controller will have to work on both kind of 

power supply. 

Input Specification for Power supply  

Input Range 170-275 V AC , 50 HZ or DC 20-60V DC  

Output- 5V, 3A 

a) MCU- 3.3V 

b) GSM Modem- 4.1V  

c) Relay- 5V  

d) PWM- 5V or 7.5V  

 Output to charge – 1 cell of Li Ion or Li-polymer 

battery Output signal to indicate     controller about power 

fail. If battery bus goes bellow 3.6V then relay will turn off.  

 Protection – Input High Voltage/Low Voltage 

 Short circuit 

 Over Temperature protection  

 Ripple – less than 1%,  

 Mounting – DIN Type Mounted, with terminal screw for 

Input & Output 

 Indication – a. Output 5V On  

 Operating Temperature – 0-55 deg 

 Power supply at TRU consists of Fly back based 

switch mode power supply. Just like power supply at TLP, 

this also has constant voltage - constant current (CVCC) 

characteristics to charge lead acid battery and also power up 

the main controller unit. In this supply, UC3845 has been 

used as a primary side pulse width modulator control IC for 

flyback control. Output feedback has been taken with the help 

of TL431 and optocoupler PC817 for constant current 

control, a transistorize circuit is used so that maximum 

current to battery cannot increase more than 1 amp. Once the 

current demand increases, transistor circuit lowers the output 

voltage to keep current constant. 

1) Microcontroller unit 

Microcontroller unit has role to capture data and send it to 

server & also receive data from server.  

a) Node microcontroller unit which will process all 

data.  

b) Input Op-amp- Signal conditioning OP amp to sense 

control signal from web servers. 

c) pulse Width Modulation circuit.  

d) Memory Interface circuit to collect all received 

Data. 

e) GSM Modem for connection to web server. 

2) Software Requirement:  

Control Unit at TRU and TLP:  

1) Embedded C for controller programming  

2) GSM model communication protocol  

3) Memory allocation protocol  

3) Server Software Details in Brief:  

1) Server is virtual /shared  

2) Hosted by Parent company Domain  

3) Application is based on PHP with MySQL Database  

4) Android interface is supported by customized protocol.  

5) Security – SSL  

6) Backup – of database  

7) License – Free Server support many function other than 

exchange of data between TLP & TRU. Key item to 

server design is simplified architecture & easy to use, 

scalable for user & new pipeline. Server will be accessed 

by user for specific use/role, multiuser platform & related 

role with specific pipeline will be defined in server with 

its hierarchy. Protocol will define, following category  

4) Header parameter  

a) This is information parameter about TLP/TRU 

1) Name of Site  

2) Location 

3) CH. ID  

4) iv MAC ID  

5) Address of site  

6) How to identify in system??  

b) Flag  

1) Critical  

2) Non-critical 

3) Status bit  

c) Parameter  

1) Pipe to Soil Potential (PSP) 

IV. RESULT ANALYSIS  

A. Actual Server Data 
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V. CONCLUSION 

Cathodic protection is a popular method of protection for 

preventing corrosion in pipelines, offshore oil platforms and 

other steel structures. However, understanding the basic 

principles of bimetallic/galvanic corrosion is essential for 

effective implementation. Choosing the right type of cathodic 

protection system depends on several factors, including cost 

effectiveness and the size of the protected structure. 

 CP monitoring is a very expensive task and 

impossible to do all year round, especially in high mountains 

along with deep valleys and some other extreme or unserved 

places where communication infrastructure is unavailable or 

where there is limited or interrupted access. The LWSN-

based CP monitoring system presented in this paper does not 

require any infrastructure and solves the aforementioned 

complications.  
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