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Abstract— A malicious attack can danger human life and 

pollute environment on a cyber-physical system (CPS). 

Therefore it is successfully attacking a CPS needs and the 

knowledge of information technology (IT) and also the 

domain knowledge of the system’s operation technology 

(OT). Hence, it is critical to identify the vulnerabilities of a 

CPS. This paper proposes is to verify the cps with model 

checking using uppaal model checking to enhance cyber 

security. In this analysis, we consider unsafe situations to be 

the result of a potentially effective security attack. Therefore, 

we suggested a systematic method to generate security 

constraints based on the safety check of the CPS and then 

enhance these security constraints by security verification 

using model checking with UPPAAL. 
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I. INTRODUCTION 

A cyber-physical system (CPS) is designed and constructed 

based on integrated computing and physical components. 

Cyber physical system has been widely used in aviation, 

construction, agriculture, energy, environment, 

manufacturing, and transportation, including industrial 

control systems (ICS), the Internet of things (IoT), and critical 

information infrastructure. Most of the CPSs are safety-

critical, and malicious attacks on CPSs may have destructive 

consequences. In the recent years, there have been several 

incidents on critical infrastructure through which it is 

coordinating cyber and physical attacks (CCPA) and 

threatening national security. For example, Stuxnet infected 

and destroyed the nuclear facilities in Natanz, Iran, and 

Ukraine’s power network was also attacked, leading to 

blackouts for hundreds of households in the Ivano-Frankivsk.  

The methods of this contribution are as follows:   

1) A systematic method to generate security constraints at 

the OT level.  

2) The constraints thus generated can be used for run-time 

monitoring to identify attacks when they are violated.                                                                                                                                          

3) This paper purpose is to augment a normal system model 

with a proposed Attack Module in order to simulate the 

potential OT attacks.   

4) The verification results can be used in the following two-

fold directions:    

a) To identify vulnerabilities for possible design and 

improvement. 

b) And to suggest the further additions of security 

constraints. 

II. EXISTING SYSTEM 

At present, the CPS has been applied to many key              

infrastructures, such as smart grids, industrial control system, 

wearable or medical devices, or a small control system 

network embedded in modern cars, and human interaction 

with the CPS is getting higher and higher. Although there is 

no consistent definition of CPS that can be widely 

recognized. CPS can be used in the physical world of 

supervisors and control. The study is based on our previous 

classification of safety assertions and systematically 

generated a set of security constraints for run-time 

monitoring, followed by security verification using model 

checking, assuming that the violation of these safety 

constraints is being caused by malicious attacks.  

 The below table I gives a literature summary about 

the papers being reviewed for this project work. 

Author Methodology Advantages Limitation 

A. Nouri and S. Mad nick 
Theoretical 

approach 

It shows theoretical procedures 

about cyber physical system attacks 

There is no implementation to 

detect attack in CPS 

K. Zeter. (2016) 
Theoretical 

approach 

It shows theoretical procedures 

about cyber physical system attacks. 

 

There is no implementation to 

detect attack in CPS 

Y.LU and 

M. Sun (1999) 

Hack of 

Ukraine’s 

Power Grid 

We have studied about the hacking 

in the power grid system 

There is no automation system 

to detect attack in CPS 

V.Y.P. Keith, A.S. 

Lightman, M. Abrams and 

A. Hahn 

IEEE 802.11i 

security 

protocol 

We have studied about verification 

of IEEE 802.11i security protocol 

There is no automation System 

to detect attack in CPS 

Table 1: Literature Summary 

III. PROPOSED SYSTEM 

The framework of the proposed system in security 

verification approaches mainly two parts, namely the 

systematic security constraint generation based on the safety 

analysis and the security constraint of verification. The main 

concept of this is to ue the results of the systematic security 

constraint. To generate a security analysis and then use model 

checking for the security verification.  This project mainly 

focusses on the modelling method and verification 

framework of the security constraints. 
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Fig. 1: Proposed System 

IV. SYSTEM IMPLEMENTATION 

Safety is the first step to conduct cybersecurity analysis and 

verification. Therefore, based on the previous research [31], 

we generate security constraints based on system safety, and 

provide run-time monitoring to identify attacks. Our attack 

approach scenario as follows: we design an tree template for 

possible OT-level attacks of CPS and produce various 

possible attack scenarios by using–our general template of the 

attack tree. Compared to Sukumar’s mutation-based 

approach, our attack-tree-based approach can generate more 

complicated attack scenarios. 

A. Attack Model   

The Attack Module can change the input and the output in the 

Normal Modules. And assuming malicious attacks on 

hardware devices, software control, or communication 

causing the false information, based on the attack scenario 

under examination. 

The possible attack can be classified as following: 

1) Insider attack: The operator or insider attack may be 

brute force physical destruction commands. 

2) Software control attack: Software control attacks can be 

further divided into inputs that are changed by malware 

and outputs that are changed by malware. Software logic 

solutions that have been tampered with by viruses. 

3) Hardware attack: A hardware attack may be an unsafe 

measure taken by a damaged physical device. 

B. Security Verification Approach  

Sensors, an automatic controller, and a water level display. 

Its behavior is described as follows:   

1) The level of the water tank must be less than or equal to 

34 units.   

2) The level of the water tank will automatically lose 1 unit 

of water each time.   

3) The automatic controller will automatically start the 

injection when the level of the water tank is less than 34 

units and inject 1 unit of water each time.   

4) The system provides a level indicator to display the 

current level of the water tank. measures such as adding 

sensors and using hardware interlocks. 

 The above figure illustrates the steps of the 

framework of a proposed security verification approach 

which has mainly two parts, namely the systematic security 

constraint generation based on a safety analysis and the 

security constraint verification. The main concept of this is to 

use the results of the systematic security constraint to 

generation perform a security analysis and then use model 

checking for the security verification. This project mainly 

focusses on the modelling method and verification 

framework of the security constraints.  

C. Proposed System Architecture  

1) Data Flow Diagram  

A data flow diagram (DFD) is a graphical representation of 

the "flow" of data through an information system, modelling 

process is as its aspects. A DFD is often used as a preliminary 

step to create an overview of the system without going into 

detail, which can later be elaborated. DFDs can also be used 

for the visualization of data processing. 

 
Fig. 2: Proposed System Architecture 

The graphical representation can be done three types: 

1) Spline chart 

2) Bar chart 

3) Coloumn chart 

The below figures show the representation of these three 

graphs: 

 
Fig. 3: Spline chart 

 
Fig. 4: Bar chart 

 
Fig. 5: Column chart 

 The above fig 3, 4 & 5 shows the Malware Analysis 

of the Malware attack. It basically shows the representation 

of the Malware Data took place in the years and also shows 

how many percentages of Malware Data is being detected.  
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V. PERFORMANCE COMPARISON 

 
Fig. 6: Accuracy bar Graph 

 The above figure 6 shows a bar graph generated 

when Count Model is used as a feature extraction technique 

and used for showing the accuracy of the Proposed system 

and Existing system. 

VI. CONCLUSION 

Cyber security is critical for CPS. We may ensure a CPS’s 

security by preventing attacks at the design level and 

detecting attacks at run time by constraint monitoring. To 

achieve these goals, we proposed a systematic approach for 

the security verification of a CPS design by using UPPAAL 

model checking. We found that an exhaustive search can be 

achieved for each state in various possible model 

combinations and the human-machine interaction could be 

explored more deeply. Different from most of the current 

research that focuses on IT attacks to control the CPS, without 

addressing the OT damage, our work particularly focused on 

the OT attacks. The categories of OT-level security 

constraints were first proposed. These constraints could be 

generated on the basis of safety requirements in a systematic 

manner. Then, they were represented in the UPPAAL queries 

for model checking. Both a normal model and an attack 

model were developed in UPPAAL. The attack model mainly 

represented an implanted malware for a selected attack 

scenario based on our attack tree template. Model checking 

using the generated security constraints was then performed 

on both the normal and the attack models to explore the 

potential OT attacks. 
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