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Abstract— In today’s world Computer networks have become 

increasingly abundant. Day-day a huge volume of data is 

generated by many IoT devices. There is a need to maintain a 

separate server to process the massive volume of information. 

Therefore, came cloud for handling a large volume of data 

quickly. But still, cloud computing faces some issues in terms 

of latency and bandwidth for storing and processing the 

information. As a solution to this, an edge computing occurs. 

It is a distributed computing model that computes the data to 

the nearer node to improve the response time and thus saves 

the bandwidth. Initially, this article encapsulates the concept 

of cloud environment and edge followed by the various 

application of edge technology. 
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I. INTRODUCTION 

A Networks plays an important role in our daily life. A 

computer network is a collection of computers that are 

connected with each system to exchange data between 

themselves and to other systems on the network. The protocol 

act as an intermediate between the computers to share the 

information. It exchanges the resources such as data files, 

printers, software, or any other items used by clients on the 

network[14]. However there are many benefits brought by the 

networks, still there arise network traffic for suspicious 

activity. Initially, data were stored on a server for 

computation, when the size of data varies and increases in 

size the traditional server fails to store such a huge volume of 

data for processing traditional Business organizations are 

always costly and difficult to manage. This type of industry 

requires different types of software and hardware to run the 

organization is challenging. It requires a lot of experts to 

install, check and update the software. Therefore, occurs a 

“cloud computing” in the replacement of the traditional 

server to rid the problems. 

II. CLOUD TECHNOLOGY 

Cloud is a process of delivering the services and resources to 

the user on demand basis. Instead of maintaining all the files 

on a storage media, the cloud technology saves all the files on 

a remote database that is owned by the organization. The files 

that are stored on cloud are accessible to us via the internet. 

The main benefit of cloud storage is that the users, or the 

customers can access their data from different locations at any 

time. Cloud storage has a few more characteristics, such as, 

Availability- data can be Deployment Models 

Public cloud provide services to all users on demand basis. 

Private clouds provide services only for authorized users over 

the internet or an internal network. 

Hybrid cloud is a aggregation of above two models. 

A. Architecture 

There are two layers : 

 Front End 

 Back End 

 
1) Front End 

The front end includes client-side interfaces to access the 

cloud platforms that is used by the client. It includes Chrome, 

Firefox, or internet explorer. 

2) Back End 

The back end manages all the required resources to provide 

cloud services used by the service provider. All Physical 

peripherals are referred to as back end. It consists of a huge 

amount of data storage, security mechanism, traffic control 

mechanisms, etc. 

III. ADVANTAGES OF CLOUD COMPUTING: 

A. Efficiency / Cost Reduction 

No need to spend huge amount of money on purchasing and 

maintaining equipment. 

B. Unlimited storage capacity 

Cloud supports a huge storage capacity to store any kind of 

files. 

C. Mobility 

Cloud allows sharing of data via smart phones and devices. 

D. Disaster Recovery 

It provides data recovery from natural disasters to power 

outages. 

IV. ISSUES IN CLOUD STORAGE 

A. Data Loss 

Intruders may hack the client’s applications on the cloud, and 

thus access sensitive data .Cloud computing faces a high risk 

on security due to computer virus or powerlessness. Servers 

can as well suffer from data loss.  
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B. Connection Problem 

Sometimes the cloud service may not able to connect due to 

errors and system crashes  

C. Latency Issue 

Since, accessing the cloud frequently, the processing time 

also increases, thus arises a latency problem. 

D. Security 

When transmitting the data in the smart phone, it may also 

contain private data. When such data are transferred to the 

cloud storage will leads to security problem. 

E. Energy Consumption 

As increase in the number of smart appliances the power 

consumption of data centers has increased drastically[1]. As 

a solution, a new computing technology called edge 

computing booms. 

V. NEED FOR EDGE COMPUTING 

 Due to less connectivity. 

 To avoid uninterrupted connection. 

 Due to the delay in transmitting and delivering the data 

 To store and process only the relevant data, instead of 

storing entire data on the cloud. So that it reduces the 

workload. 

 Reduces the network cost of data transmission  

A. Edge Technology 

Edge computing computes only the relevant data on nearer 

nodes instead of transmitting to the cloud storage. The user 

moves from cloud to edge mainly for speed processing, 

reducing latency, data security, uninterrupted connection, 

reduce traffic, lower connectivity cost and less maintenance 

The bandwidth and latency issues can be solved by edge 

computing It provides a computing model for edge 

intelligence services. The place of computation is called the 

edge node, For example, routers, switches, a mobile phone 

etc., are examples of edge nodes [8]. Thus the data are 

processed in their edge where the data is generated. So each 

node act as a server in edge computing. Edge computing is 

between cloud and IOT devices. Edge Technology is not a 

replacement to the cloud, it is the extended version of the 

cloud. Instead of running processes in the cloud, edge 

computing runs processes on a local place like a computer or 

IOT devices/edge server. For long-term storage, the cloud is 

used and for fast processing, the edge computing is used. 

B. Advantages 

 Reduce traffic loads 

 Overcome the issues of privacy regulations 

 Reduce redundant cost 

 Improves scalability 

When capturing the footage from surveillance camera, all the 

footage will be uploaded to the cloud data centre, it will take 

more time to process, but in the case of Edge technology, only 

the relevant footage will be taken for 

 When capturing the footage from surveillance 

camera, all the footage will be uploaded to the cloud data 

centre, it will take more time to process,  b u t  in the 

case of Edge technology,  only the relevant footage will 

be taken for process, also edge is used for traffic analysis, 

health monitoring system, analyzing live video streams etc. 

By using edge computing in these fields helps to reduce the 

network latency issue  

VI. ARCHITECTURE 

There are 3 layers in Edge technology. Terminal layer, Edge 

layer, and cloud computing layer  

A. Terminal Layer 

All types of smart devices such as intelligent cameras, cell 

phones, vehicles etc., are connected to the edge network. This 

layer is responsible to sense the data and is used for 

processing and storage. 

B. Boundary-Layer 

This layer is responsible to separate the necessary 

information from large pool of data to upload on edge nodes 

for fast process. Thus provides security to the sensitive 

information. 

C. Cloud Layer 

The cloud computing layer included servers and storage 

devices, for fast computation. It is used to make a better 

decision in business [1]. 

D. Cloud Vs Edge Computing 

 
The way how the data is processed in cloud and edge. 

Cloud can access data from anywhere at any time. It works 

on the Pay-as-you-go method that is, it charges for the 

resources based on the usage. This is similar to the 

electricity bills that generate only on the usage. The cloud 

corresponds to its services directly without involving any 

other layers. Whereas in Edge Computing, only .the 
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relevant data are processed to the closer nodes, instead of 

loading all data to the data center. Thus it reduces the 

latency and increases the Quality of Service [9]. Table 1 

summarizes the variation between cloud and edge 

technology [14].Cloud and edge computing vary with 

various factors such as time taken to transfer data, 

variation in latency, hardware capability, user, number of 

hops etc., and the same have been summarized in the table. 

VII. APPLICATION OF EDGE COMPUTING 

The following are the applications where edge computing is 

used. 

A. Health Care 

The major components of smart cities are health care. 

Healthcare deals with a massive volume of information about 

the patient time to time. It is a difficult task to collect, store 

and analyze all the information by using cloud technology. 

Therefore, the best method to this issue is edge computing. 

This brings a cost-effective and reliable [10]. 

B. Video Analysis 

In the current scenario, the cameras for surveillance are 

ample. By transmitting all the information to the cloud data 

store, it is restricted with relevant information by using Edge 

technology [7]. In video conferencing it will buffer due to 

time delay, but the same is used on edge will solve the 

problem and improves the quality in terms of video and voice. 

C. Vehicle Interconnection 

When two or more vehicles are interconnected with one 

another a large amount of data gets transmitted. Cloud can 

handle with such data but doesn't assured for speed 

processing. This is where the Edge technology plays a role 

today. The information is processed to the closer nodes and 

sends the notifications to the vehicles during complex 

situations. 

D. Mobile Big Data Analysis 

The usages of mobile phones are increasing day by day. A 

huge data is generated and is difficult to filter the necessary 

information for an insight. By using an edge server it is easy 

to extract the relevant information to make better decisions 

on business  

E. Smart Building Control. 

The sensors are fixed to the building for analyzing the 

activities. It may generate more data, these data can be 

collected and processed by using Edge server for better 

performance 

F. Smart home. 

For home security, many smart devices are connected to 

analyse if any suspicious activities occurs. This can be 

achieved by using Edge technology. 

G. Smart city. 

Smart cities improve the quality of life for resident. The 

sensors, traffic lights, etc, are highly dependent on the cloud, 

but having every traffic light go out downtown because of an 

internet failure. By using some edge computing, traffic 

signals can continue to operate and streetlights can 

communicate with each other without going to the central 

cloud. 

H. Manufacturing. 

Edge technology enables the machinery to make better 

decisions without man power. It helps to analyze if any failure 

component has to be replaced. Thus it reduces the time and 

cost. 

I. Smart Speakers. 

Smart speakers plays an important role in today’s era. The 

user accepts the smart speakers and voice-activated remotes 

to respond quickly and accurately. But, most of us worried 

about privacy issues. That is, whether only necessary 

commands such as online shopping go to the cloud or storing 

the financial information, and we are not sure if non-

commands are deleted at the source. 

Features Edge Computing Cloud Computing 

Latency 
Highly decrease latency as the processing power 

is near to the source of data. 

Highly increased latency as the 

cloud is situ- ated at far from the 

source of data. 

Computational capacity Medium to low High 

Overloading Prevents overloading of network and data center. 

The resources might overload due to 

transfer of vast amount of data at a 

time. 

Size and operation mode 
It is smaller in size and placed over many 

locations. 

Servers are very large in size and 

centralized. 

Real-time data processing 

Capable in processing real-time data more 

efficiently 

than cloud. 

It can a longer time to process data 

in real- time. 

Security 

It demands a robust security plan that includes 

ad- vanced authentication methods, and proactive 

tack- ling attacks. 

It demands a less robust security 

plan. 

Programming 
Different multiple platforms can be used for pro- 

gamming, having different runtime. 

It is made of one target platform and 

uses single programming language, 

which is best suited in cloud. 
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Suitable application 
Suitable for operations with intense latency 

concerns. 

Suitable for projects which deals 

with massive data storage. 

Data handling 
It has limited capacity, and cannot handle huge 

set of data. 

It is efficient enough to store and 

process enor- mous amount of data. 

Front haul/backhaul com- 

munication overhead 

Low, since devices can get cached content 

directly from edge gateway. 

High, since devices need to be 

connected to internet throughout 

entire duration. 

Deployment 
Leeway of ad-hoc deployment with no or 

minimal planning. 

Require complicated deployment 

planning. 

VIII. CONCLUSION 

As an increase in data day to day, there occurs the problem in 

a delay to transfer data and need a separate server to store it. 

When there is a problem in connectivity, there may be a 

chance to lose the data. These are the difficulties that occur 

while using cloud computing. As a solution to it, Edge 

Computing arises with many features. Edge computing is not 

are placement to the cloud, it is an extension to the cloud. 

Instead of a running processing the cloud, Edge Computing 

process it on a local place like IOT devices or edge server. 

Thus it improves the bandwidth and decreases the latency 

problem when transferring data. 
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