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Abstract— In this project we are created a dummy website to 

launch the attack. Stoner/User is logged in into the system and 

has established connection with the server. The session 

established between the user the server can be hijacked by 

attacker by masquerading as an authorized user called Man-

in-the middle (MITM). The Target of attacker is to have 

access to user’s confidential records in the server for their 

own financial gain. The attacker when access its gained into 

the server and will not have to border himself crack the login 

key since he has been confirmed to have the session. The 

attacker has full control of system while the session is still in 

progress. The proposed model captures the each and every 

activity of a user or a person. This system will show how the 

attack will be to done and how it affects the operation on the 

web. The prevention measures for session hijacking are: 1) 

we can have an automatic log off after the session ends. 2) 

Deleting the session cookie from the user server and 

computer enhances security. The system architecture will 

helps to detect and prevent session hijacking in order to make 

user records more confidential, secure and reliable. The 

system uses algorithm for the session ID creation using rigid 

algorithm, time out session and re-authentication session. 

Also The session auto-generate the session-ID so that all 

existing connections are closed and the users are re-

authenticated to the web application without loss of records. 
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I. INTRODUCTION 

Most businesses depend on the power of websites to interact 

with their guests and sell products. Some technologies are 

frequently developed to take care of the different tasks of a 

website. Therefore web applications have been used 

decreasingly to give critical security services (1). Utmost of 

the web applications interact with back- end databases so 

those precious services are targeted by attacks. As a result, 

those threats may compromise web applications’ security by 

violating an enormous amount of information, which could 

lead to severe profitable losses or cause damages. 

 Numerous websites need to track a user identity 

across multiple requests, for case when furnishing access to 

their private area. Unfortunately, HTTP is a stateless 

protocol, in that different HTTP requests typically look 

unconnected to their recipient. This means that, to apply user- 

authenticated sessions over HTTP, one needs to explicitly 

attach to each request enough information to associate it to a 

stoner identity. The most common way to achieve this 

currently is by means of cookies (2). Roughly, cookies are 

key- value pairs generated by a website and transferred in 

response to browser requests; browsers also automatically 

attach cookies to after requests transferred to the same 

website. However, they can be used to collect different 

browser requests under the same stoner identity, if the 

cookies issued upon a successful login contain enough 

information to tell users apart. 

 Session Hijacking is critical issue laying in the web 

application in the current trend of technology. Multiple 

number of internet users are adding, the vulnerabilities of the 

web increases also according to that the session hijacking 

becomes a great concern to every proprietor of the web apps 

in securing the environment. The most common attack is 

called man-in-middle attack (MITM) which can eventually 

cause denial-of- service. MITM attack attempts to 

commandeer the session through the user’s platform, also 

tend to communicate with the server by masquerading as the 

factual user without any authorization. As the attacker 

continues to maintain communication between the cyber 

surfer and the server, also will fit a vicious program to gain 

full access to stoner record for his financial benefit. A stoner 

who's making an attempt to login or formerly logged in to the 

server, do so to gain complete access to the session from the 

web browser and establishes communication with the server. 

 Session operation in a web operation ensures that 

stoner who logged in, is still the same person connected to the 

server and the integrity of the network is still complete. Web 

sessions are focus point for every cybercriminals in order to 

gain access to the system without having to authenticate 

thereby negotiating a deceitful act on stoner records for 

financial gain. 

II. LITERATURE SURVEY 

A. “The cracked cookie jar: HTTP cookie hijacking and the 

exposure of private information,” S.Sivakorn, I. Polakis, and 

A. D. Keromytis 

In this paper they presented there expansive in- depth study 

on the sequestration threats that stoners/users faces when 

attackers steal their HTTP cookies. They checked a wide 

range of major services and plant that cookie hijacking 

attacks aren't limited to a specific type of websites, but pose 

a wide threat to any website that doesn't apply ubiquitous 

encryption. They revealed multitudinous cases of major 

services exposing private information and protected account 

functionality to non-authenticated cookies. This threat isn't 

confined to websites, as users’ cookies are also exposed by 

sanctioned cyber surfer extensions, search bars and mobile 

apps. They also conducted IRB-approved dimension study to 

detect a large portion of the outgoing traffic in public wireless 

networks remains unencrypted, therefore, exposing a 

significant quantum of users to cookie hijacking attacks 
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B. “Web application security tools analysis,” A.Alzahrani, 

A. Alqazzaz, Y. Zhu, H. Fu, and N. Almashf: 

Security testing a web operation or website requires careful 

thought and planning due to both tool and industry 

immaturity. As a result, finding the right tool isn't an easy 

task. In order to choose the applicable tool, it helps to 

understand a typical website and its security vulnerabilities. 

In this paper compares the different security tools that are 

communally used in the web application vulnerabilities. In 

addition, they show the different advantages and 

disadvantages of each tool so that the stoners can use the most 

applicable tool grounded on their requirements. 

C. “An analytical study of web application session 

management mechanisms and HTTP session hijacking 

attacks,” S.Wedman, A. Tetmeyer, and H. Saiedian: 

Session management is needed by a web app, also the 

responsibility to give a secure association with the session is 

inherently needed. This seems to be the key to preventing 

HTTP session hijacking attacks. 

 Providing an overview of session management and the 

security requirements of an application to create and 

maintain a Web application session; 

 Identifying various attacks that can lead to a session 

being hijacked and providing brief descriptions on how 

these attacks take place; 

 Consolidating and organizing affiliated prevention ways 

for each type of attack; 

 Analyzing existing Web application implementations to 

help demonstrate the need for session hijacking 

prevention. 

III. METHODOLOGY 

The Stoner/User of a web application uses web browser to 

access the server and also establish session. Stoner requests a 

web runner from the server to cost information and this 

respond to the HTTP which is linked by the session created. 

The session ID is uniquely linked on the web. Below figure-

1 shows that the user/stoner create the new session by login 

into the system using their credentials. 

A. Session creation module: 

The session id is created using rigid algorithm which was 

uniquely generated for each user. 

B. Session Hijack Prevention Module: 

Timing out sessions. 

Forcing re-authenticate. 

 

Fig. 1: 

IV. SYSTEM DESCRIPTION AND RESULT 

The development was grounded one-commerce web 

operation where a stoner/client uses the platform to distribute 

business. On launching the operation the stoner is presented 

with the Homepage where they're needed to either signup or 

login and enter their credentials. 

Figure-2 below shows the login page or new session creation 

where user can login to the system or web browser. 

 
Fig. 2: 

 Figure-3 below shows the current session ID 

assigned to the inked on stoner/user. This session ID has been 

set in such a way that it isn't applicable by any other 

stoner/user at any time.  

 
Fig. 3: 

 Figure-4 below shows the session is auto logout due 

to inactivity or idle state. 
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Fig. 4: 

 Figure-5 below shows that the someone is going to 

hijack the session by using there session id. 

 
Fig. 5: 

 Figure-6 below shows different or number of logged 

in attempt which are done by the attacker to particular user 

accounts. 

 
Fig. 6: 

V. CONCLUSION 

Session Hijacking is a serious issue that every web user and 

organization need to place priority on in securing their 

information on the web most of the session hijacking that 

occur on the web are associated with application level such 

as phishing attacks, Malwares, SQL injection Attack , cross-

site scripting.  

 The techniques for preventing session hijacking and 

the tools used by attacks in carrying out destructive act on the 

web were discussed. This study suggests a better perspective 

to the users, software developer, and security administration 

about the key features of the MITM detection tool that can be 

used as a solution. 

 We believe that software developer will be able to 

design more powerful & better MITM attack detection tool. 
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