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Abstract— Phishing attacks costs internet users billions of 

dollars across the globe. Phishers usually target naive users 

by sending them phishing links via email or other messaging 

services. Phishers steal financial account details, personal 

information, account username and password from their 

victims. Traditionally there are different methods to detect 

phishing websites like visual confirmation, content-based 

approach, using blacklist of phishing URLs, etc. But it is 

getting difficult to detect phishing websites due to reasons 

like rise in phishing websites every day, using URL 

obfuscation to shorten URL, redirecting links and 

manipulating links to make them look trustable. In this paper 

we propose a machine learning based approach that will take 

into consideration all these complications and detect phishing 

site. The goal of this paper is that, we will find out which 

machine learning model and its parameters are best suited to 

detect phishing sites at high accuracy. 
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I. INTRODUCTION 

The technology in today’s world is growing rapidly on daily 

basis. With this rapid growth in technology, internet has 

become an essential part of everyone’s daily life. Internet 

usage has increased due to rapid technological advances and 

intensive use of digital systems, and hence data security has 

become of great importance. The main goal of maintaining 

security in information technologies is to ensure that the 

necessary precautions are taken against threats and dangers 

that users may face when using these technologies. Phishing 

is the fraudulent way sensitive information such as 

usernames, passwords, and credit card details by 

impersonating a trusted entity in online communication. 

Phishers usually use email or instant messaging services to 

send phishing link to victims, they often compel users into 

making them give information about their accounts, 

usernames, passwords and other sensitive personal 

information by making fake websites that looks exactly like 

legitimate website. Information security threats like these are 

observed and they keep evolving time after time. Because of 

these information breach, users may end up losing their 

money and other valuable assets. Information leaks can also 

cause loss of valuable personal information. Therefore, using 

internet for home, government as well as office work may 

become problematic. So, an efficient approach is required if 

we are to defend and prevent against this ever-changing 

phishing attacks. Effective systems that will keep on updating 

and improving self-intervention must be made with the help 

of artificial intelligence-based security management system. 

 Phishing is a type of information stealing attack that 

happens by creating a fake website that looks exactly like 

legitimate website. And the sole purpose of these websites is 

to steal sensitive and private data from victims, for example, 

passwords, usernames, documents, financial account details, 

their point of interests, MasterCard or Visa card numbers. In 

spite of the fact that there are some existing approaches and 

methods for distinguishing, preventing and avoiding these 

phishing websites, phishers think of new and modified ways 

and strategies to go around these systems. This makes 

phishing a trickery system that uses a mixture of social 

designing and innovative strategies to steal delicate and 

sensitive individual data for example, passwords, usernames, 

payment card details, etc. by taking on the appearance of 

legitimate websites and businesses. Phishing makes use of 

spoof messages that are articulated in such a way that they 

seem valid and coming from original and honest sources to 

draw clients and make them visit phishing sites. These 

messages are sent through mails or instant messaging 

services. 

 We discuss some of the recent works done in this 

domain, followed by describing the dataset used, 

methodology used by us to find the best machine learning 

model that can detect phishing websites at high accuracy. We 

conclude by stating the directions for future work and results 

obtained. 

II. LITERATURE SURVEY 

Traditionally, there have been some methods used to detect 

phishing attacks like methods based of the content of 

websites, URL of webpage, etc. There are primarily three 

ways of detecting phishing websites: 

1) Content-Based Approach: In this approach analysis of 

text-based content of page using copyright, null header 

and footer links, HTML elements of body, maximum 

frequency of domains, etc. is done. Drawback of this 

system is that it has less accuracy. 

2) URL Based Approach: Uses page rank and blacklist of 

phishing URLs, but its drawback is that newly created 

phishing sites cannot be detected until they are added to 

the database of the phishing URLs. 

3) Machine Learning Approach: Uses different machine 

learning models trained over features like if URL 

contains @ symbol, if it has double slash redirecting, 

PageRank of the URL, etc. This approach could get up to 

92% to 97% true positive rate and 0.4% false positive 

rate.  

 Apart from this, there is also a method of visually 

confirming the legitimacy of a website, but malicious 

websites that are made to look exactly like the original ones 

are hard to distinguish from websites from original sources. 

 “Phishing website dataset” on Kaggle is a dataset 

which lists 30 optimized features of phishing websites. Every 

feature in this dataset is categorical and classified as 

legitimate, suspicious or phishing. Each datapoint is then 

classified as legitimate or phishing in ‘Result’ column. This 

dataset has 11055 datapoints with 6157 legitimate URLs and 

4898 phishing URLs. 

 Evaluation of Features to Identify a Phishing 

Website Using Data Analysis Techniques Amalanathan 

Geetha Mary Advances in Intelligent Systems and 
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Computing 2018 This paper discusses several features to 

identify a phishing site. Using data mining techniques like 

classification and association rule mining many explorations 

are performed to prove the notion. Similarly, the impact of 

various features considered for analysis is studied too. 

 Andrew J. Park, Ruhi Naaz Quadari, Herbert H. 

Tsang proposed “Phishing Website Detection Framework 

Through Web Scraping and Data Mining” in 2017 IEEE. The 

focus of this paper was to establish a relationship between 

those identified heuristics(content-based) and the legitimacy 

of a website by analysing training sets of websites (both 

phishing and legitimate websites) and in the process analyse 

new patterns and report findings. 

III. DATASET 

We used “Phishing website dataset” on Kaggle website, 

which lists 30 optimized features of phishing websites. The 

30 features can further be subdivided into three categories:  

A. URL and derived features: 

These features are included in the address of the website. 

Phishers generally adopt following methods to attack: 

1) Long URL: Suspicious or phishing domains are hidden 

under long URL 

2) Providing IP instead of URL: The IP address are not well 

recognised by general public and hence phishing URLs 

can easily be spoofed. 

3) Using shortened URLs: Shortened URLs always redirect 

and hence seem unsuspicious to naked eyes. 

4) “@” symbol in URL: Web browsers ignore anything 

preceding “@” symbol; hence the phishing part can 

follow the “@” symbol. 

5) URLs with “//”: “//” is used to redirect the URL, hence 

can lead to landing up on a phishing site post redirection. 

6) URL with “-”: Legitimate websites rarely use “-”. 

However, phishing websites use “-” in URLs to mimic 

the names of legitimate websites. 

7) Number of subdomains: Legitimate websites generally 

use no or only one sub-domain, however, phishers 

generally redirect via multiple sub-domains. 

8) Use of HTTPs security: Websites on HTTPS are 

generally secure and have a valid certificate issued by a 

trusted authority. However, phishing websites generally 

operate over unprotected HTTP layer or do not have a 

valid HTTPS certificate. 

9) Period for which Domain has been registered: Legitimate 

websites usually operate over several years. Most 

phishing websites operate for a short period of time and 

do not have domain registered for more than one year. 

10) Favicon: Website favicons are used to relate identity to 

URL, and generally load from the same domain. If it is 

being loaded from an external website then, it can be an 

attempt to spoof the identity of URL and a possible 

attack. 

11) Ports: All websites running over HTTP use port 80 and 

running over HTTPS use port 443. The other ports 

should remain closed for security reasons. 

12) Use of “https” in domain part: Phishers can use “https” 

in domain part to trick users into believing that the URL 

passes through secure “HTTPS” protocol. 

B. Based on URLs embedded in webpage: 

The URLs being accessed/accessible by the webpage 

generally carry a good amount of information about their 

nature. If the links belong to the website itself, it increases the 

credibility of the website. Few features identified on the basis 

of the embedded URLs are: 

1) Embedded objects’ URLs: Legitimate pages share their 

domains with the objects embedded in them. However, 

phishing websites usually load embedded objects from 

external resources to resemble them. 

2) URL of Anchor tag: Anchor tag in HTML is used for 

hyperlinking. A legitimate website will never have a void 

source in anchor tag. However, phishers can use it to 

discard useless information for them and to redirect 

personal information to alternate sources. 

3) Tags: Legitimate pages have the domain name for the 

page and domain name of URLs in its <Meta>, <Script> 

and <Link> tags as same. However, they usually differ 

for suspicious websites. 

4) Server Form Handler (SFH): Legitimate websites always 

take action on the content submitted via a form. 

However, if the form handler is void, or of a different 

domain than the actual website, then the chances of being 

phishing are higher. 

5) Submitting information to a mail: Legitimate websites 

generally process the information submitted either on 

frontend itself or on some backend. However, a phisher 

might redirect the information to his personal mail. 

6) Abnormal URL: The host’s name is usually included in 

the URL of all the objects on webpage.  

C. HTML and JavaScript based features:  

HTML and JavaScript can be used to hide malicious code in 

a seemingly well-behaved website. Some of the features 

recognised are: 

1) Number of times website redirects: Legitimate websites 

usually redirect only once, whereas phishing redirects 

usually more than 4 times. 

2) Status bar customisation: Phishers generally use 

JavaScript to modify the URL of the webpage as seen in 

the address bar and it is mostly different from the actual 

URL. 

3) Right-click disabled: Right click can be used to view the 

source code of a webpage. However, to eliminate this 

risk of being caught, phishers generally disable right 

click. 

4) Pop-Up windows: If legitimate websites, use pop-up 

window, it is mostly for an alert purpose. However, 

phishing websites usually collect information through 

pop-up windows.  

5) IFrame redirection: Phishers can overlap a webpage with 

an invisible frame and redirect to a different 

website/server using it. 

D. Domain based features: 

The domains of legitimate websites are generally established 

for long duration and have good statistical properties. 

However, phishing websites usually live for shorter time 

periods and do not earn good indicators. 
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1) Age of the domain: Legitimate domains have a minimum 

age of 6 months. However, the phishing websites are 

shot-lived. 

2) DNS: Legitimate sites are mostly recognised by publicly 

available WHOIS database, and have a non-empty DNS 

record. Phishing websites are mostly not recognised by 

WHOIS database. 

3) Website Traffic: Legitimate domains have a lot of 

visitors, hence are ranked among the top 100,000 in 

Alexa database. However, if a website is not even 

recognised by Alexa, then it is deemed to be phishing. 

4) PageRank: Legitimate domains generally have a page 

rank between 0.2 and 1. Higher page rank implies that it 

is an important domain.  

5) Google Index: Legitimate websites are usually indexed 

by Google. Phishing websites generally, being short-

lived do not make it to the index. 

6) Numbers of links pointing to a page: Legitimate websites 

generally have a lot of external links pointing to them.  

7) Statistical Report based: A few publicly available 

databases like Phish Tank are maintained and 

periodically updated to identify phishing websites. If a 

website is found in this database labelled as phishing, the 

probability of being actually phishing is very high. 

IV. Methodology 

A. Data pre-processing: 

For pre-processing the data, we first removed unnecessary 

column like ‘index’. The dataset used {-1, 1} range values for 

result where ‘-1’ is for phishing and ‘1’ is for legitimate. We 

replaced ‘-1’ with ‘0’.  

 After that we checked if there is any 

multicollinearity between features. Multicollinearity occurs 

when two or more independent variables (also known as 

predictor) are highly correlated with one another in a 

regression model. Multicollinearity can affect the accuracy of 

machine learning models. If more features show high 

correlation, then only one of those features should be selected 

and other features needs to be dropped. To find 

Multicollinearity we used pandas ‘DataFrame.corr()’ method 

to compute pairwise correlation of columns. From that, we 

found out that the features ‘Favicon’ and ‘popUpWindow’ 

show high correlation of 0.94 to each other. So, we need to 

drop one of those features. To make this decision we plotted 

correlation heatmap of ‘Results’ feature with other features:  

 
Fig. 1: Correlation of features with Result 

From the heatmap, we can see that ‘popUpWindow’ feature 

is more correlated to result than ‘Favicon’ feature, so we 

decided to drop the favicon feature. 

 After that we divided the dataset into training and 

testing dataset, where we used 70% data for training and 30% 

for testing. 

B. Model selection:  

After splitting the dataset, we shortlisted the different models 

for the classification of URLs. We tried to find the best 

hyperparameters using RandomizedSearchCV. The different 

models deployed and parameters tuned beyond the default 

parameters are: 

1) Logistic Regression: It is a statistical model that uses a 

logistic function to classify the data points. We fixed the 

maximum number of iterations to 1000, The solve used 

is ‘liblinear’. 

2) K-Nearest Neighbours: KNN calculates the nearest k 

neighbours for each data point and returns the majority 

label among them. The hyperparameters used are n 

neighbours as 3 and the metric for distance evaluation is 

‘manhattan’ distance 

3) Bernoulli Naïve Bayes: It is a probabilistic model that 

assumes the features to be independent of each other. 

Bernoulli Naïve Bayes is designed for Binary/Boolean 

features. 

4) Random Forest Classifier: It is an ensemble 

classification model which takes the average of results 

from multiple decision trees and optimally predicts. The 

hyperparameters used are, the number of estimators to 

1000, min_samples_leaf=1, min_samples_split=5, 

bootstrap=False, max_depth=50, max_features='sqrt'. 
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5) Support Vector Machine: SVM classifies the given 

labelled training data by creating an optimal hyperplane 

for classification. The hyperparameters used are kernel 

as rbf, gamma value as 0.01 and C = 10. 

C. Performance evaluation: 

To test the obtained results, we used three parameters: 

Accuracy, Recall and False Positive Rate. 

1) Accuracy: It is the ratio of number of correct predictions 

to the total number of input samples. Since our goal is to 

classify most URLs correctly, so the high accuracy is a 

must. 

2) Recall: It gives us what percentage of predictions are 

positive out of the total positives. High recall percentage 

is preferred. 

3) False positive rate: It give us intuition about, how many 

of positive predicted results were actually negative.  

V. RESULT AND DISCUSSION 

The models trained and their performances on the validation 

data are present in Table 1. The requirement is to minimise 

the number of phishing websites identified as legitimate as it 

can lead to heavy losses for the person visiting the website. 

Thus, low FPR is one of the metrics used. We have evaluated 

accuracy, recall and false positive rate in percentages. 

 
Table 1: Classification Models Results (in percentage) 

 We goal is to increase accuracy, increase recall and 

decrease false positive rate so that most of the points are 

classified correctly and the number of phishing websites 

labelled as legitimate is reduced. 

 As we can see in the table, The random forest 

classifier performs better as compared to other classification 

models on the same dataset. Random Forest gives us highest 

accuracy (97.32%) and recall (97.95%) value and lowest false 

positive rate (3.49%), which is exactly what we need. Support 

Vector Machine and K-Nearest Neighbors performs almost 

similarly on the given dataset and have similar accuracy, 

recall and false positive rate values.  

 Logistic regression classifier fails to perform well as 

compared to random forest, giving us accuracy of only 

92.49%. Naive Bayes assumes independence of features 

which may not be entirely true. In this case features like 

pagerank and statistical report are closely associated, 

similarly, Request URL and URL of Anchor also seem to be 

related. This happens because most phishing websites tend to 

follow similar patterns in their static features. Thus, Naive 

Bayes could not capture the patterns well. The Bernoulli 

Naïve Bayes performance was the poorest of all with 90.35% 

accuracy, 90.79% recall and highest false positive rate of 

10.21%. 

 Support Vector Machine works well for linearly 

separable data. The data is not linearly separable directly, but 

after applying ‘rbf’ kernel, the data becomes separable and 

SVM is able to learn well from the data. 

 So, we decided to use Random Forest as the final 

model, as it has highest accuracy and recall values and has 

lowest false positive rate. 

VI. FUTURE WORK 

Browser extension: The machine learning model can be used 

in a browser extension. Phishing attacks usually happens as a 

clickbait or email spam message links or messages from 

instant messaging services. Because of extension, browser 

can mediate when such a link is opened in browser and alert 

user, by checking every URL which browser tries to open. 

 Parallel feature extraction: Currently all the features 

for an input URL are extracted sequentially which results in 

more time taken for extraction of features. However, it is 

possible to extract most of the features parallelly based on the 

availability of computational power. Extracting the features 

in parallel could bring down the query time and increase 

efficiency in real world scenario. 

VII. CONCLUSION 

In this paper we discussed different machine learning model 

for detecting phishing websites. We also found out which 

classification model is best suited for phishing website 

detection at high accuracy and that is Random Forest 

Classifier. Our methodology uses not just traditional URL 

based or content-based rules but rather employs the machine 

learning technique to identify not so obvious patterns and 

relations in the data. We have used website features from 

various categories like URL and derived features, Page 

source code-based features, HTML JavaScript based features 

and Domain based features. We were able to obtain an 

accuracy of more than 97%, recall better than 97% and false 

positive rate of less than 4%. Hence, classifying most of the 

websites and providing the effectiveness of machine learning 

based approach for solving phishing website detection 

problem. 
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