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Abstract— With the advent of new Technologies, nowadays 

electronic gadgets and online shopping’s more popular. 

Banking and Online shopping has now become most common 

activities amongst the masses. As technology advances so 

does the risk associate with these transactions. The ease of 

use in this online transaction has now become more popular 

across the world. So it essential that we need to be very 

cautious on the increased Fraud activities. Online Fraud is an 

illegal activity that can occur when we do electronic 

transactions. Fraud has increased and created more risk that 

has serious financial loss in the financial industry. As a result, 

these financial institutions have enforced various techniques 

to improve their fraud detection methods. Since we are in the 

age of Information Technology, Data rules the world. So, 

Data mining techniques are widely used to for fraud 

detection. There are various algorithms such as Anomaly 

Detection Algorithm, Decision Tree, Random Forest, K-

Nearest Neighbor, K-Means used for fraud deduction. The 

type of fraud doesn’t remain the same in each case, so this 

becomes very crucial in coming up with the best algorithm 

for the fraudulent transaction. This paper presents the survey 

of those techniques and predicts the best algorithm to detect 

the fraudulent transaction based on a given scenario. 
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I. INTRODUCTION 

'Fraud' in credit card transactions is unauthorized and 

unwanted usage of an account by someone other than the 

owner of that account. Necessary prevention measures can be 

taken to stop this abuse and the behaviour of such fraudulent 

practices can be studied to minimize it and protect against 

similar occurrences in the future .In other words, Credit Card 

Fraud can be defined as a case where a person uses someone 

else’s credit card for personal reasons while the owner and 

the card issuing authorities are unaware of the fact that the 

card is being used. Fraud detection involves monitoring the 

activities of populations of users in order to estimate, perceive 

or avoid objectionable behaviour, which consist of fraud, 

intrusion, and defaulting. This is a very relevant problem that 

demands the attention of communities such as machine 

learning and data science where the solution to this problem 

can be automated. This problem is particularly challenging 

from the perspective of learning, as it is characterized by 

various factors such as class imbalance. The number of valid 

transactions far outnumber fraudulent ones. Also, the 

transaction patterns often change their statistical properties 

over the course of time. 

 These are not the only challenges in the 

implementation of a real-world fraud detection system, 

however. In real world examples, the massive stream of 

payment requests is quickly scanned by automatic tools that 

determine which transactions to authorize. Machine learning 

algorithms are employed to analyze all the authorized 

transactions and report the suspicious ones. These reports are 

investigated by professionals who contact the cardholders to 

confirm if the transaction was genuine or fraudulent. The 

investigators provide a feedback to the automated system 

which is used to train and update the algorithm to eventually 

improve the fraud-detection performance over time. 

II. LITERATURE SURVEY 

In [1] Snehal Patiletal, describes the “Decision Tree Induction 

Algorithm” which is used for Credit Card Fraud Detection. 

He describes that the decision tree approach is a new cost 

sensitive technique, since we eliminate the possibility by 50% 

while we advance to each node using the splitting attribute. 

The information gathered is not only used in detecting the 

fraudulent activity, but also get equalized and will be used in 

detecting the future fraudulent activity. 

 The analysis carried out on highly imbalanced data 

in paper [2] show that KNN shows outstanding performance 

for sensitivity, specificity and MCC, except for accuracy.  

 The paper [3] discussed commonly used supervised 

techniques and they have provided a thorough evaluation of 

supervised learning techniques. Also, they have shown that 

all algorithms change according to the problem area. 

 In [4] Dr R.Dhanapal, Gayathiri.P, uses the IP 

address and email for the fraud deduction using the Decision 

Tree technique. If the customer/merchant is suspicious, then 

we check by tracking if the mail id or IP address is fake. 

 Big bank [5] failure is now becoming most common 

as the effect of global financial crisis. So it’s essential to 

determine a method which can tell us if a firm is under 

financial distress. The k-Nearest Neighbor classification 

method is the most preferred amongst the other algorithms for 

this. Due to critical impact it has on the stake holder “financial 

distress prediction model” is the buzz word in the financial 

research. Financial distress is the key indicator in determining 

the bankruptcy of a firm. The financial ratios are used in 

predicting financial distress. The nonparametric methods are 

widely used than the traditional statistical methods. 

A. Problems with existing system: 

In case of the existing system the fraud is detected after the 

fraud is done that is, the fraud is detected after the complaint 

of the card holder. And so the card holder faced a lot of 

trouble before the investigation finish. And also as all the 

transaction is maintained in a log, we need to maintain a huge 

data. And also now a days lot of online purchase are made so 

we don’t know the person how is using the card online, we 

just capture the IP address for verification purpose. So there 

need a help from the cyber-crime to investigate the fraud. To 

avoid the entire above disadvantage we propose the system to 

detect the fraud in a best and easy way. 
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III. METHODS AND TECHNIQUE 

1) Our project follows the waterfall model. 

The steps of waterfall model are: 

 Requirement Definition 

 System and Software Design 

 Implementation 

 Integration and System Testing 

 Operation and Maintenance 

 

 
Fig. 1: Waterfall Model 

2) In proposed system, we present a HMM. Which does not 

require fraud signatures and yet is able to detect frauds 

by considering a cardholder’s spending habit. Card 

transaction processing sequence by the stochastic 

process of an HMM. The details of items purchased in 

Individual transactions are usually not known to any 

Fraud Detection System(FDS) running at the bank that 

issues credit cards to the cardholders. Hence, we feel that 

HMM is an ideal choice for addressing this problem. 

A. Proposed System 

In this system evidences from current as well as past 

Behaviour are combined. A fraud detection system is 

proposed that includes rule based filter, transaction history 

database and Bayesian learner. In rule base the suspicion 

level of each incoming transaction is determined. Bayesian 

learner is used to combine multiple such evidences and an 

initial belief is computed. Based on this belief the transactions 

are classified as normal, abnormal or suspicious.  

 The incoming transactions are initially handled by 

the rule base using probability values. After this the values 

are combined using Dumpster Shafer Adder.  

 If the transaction is declared as fraudulent then it handled 

by the card holder.  

 If suppose the transaction is suspicious then it is fed in 

the suspicious table.  

 The score of transaction is updated in the database with 

the help of machine learning classification.  

 
Fig. 2: Credit card fraud detection 

B. Advantages of Proposed System 

1) More accurate result. 

2) Able to detect different fraudulent behavior. 

3) Cost and Time efficient. 

4) This reduces the tedious work of an employee. 

5) Provide more security on online transaction. 

IV. CONCLUSION AND FUTURE WORK 

Credit card fraud detection has been a keen area of research 

for the researchers for years and will be an intriguing area of 

research in the coming future. This happens majorly due to 

continuous change of patterns in frauds.  we propose a novel 

credit-card fraud detection system by detecting four different 

patterns of fraudulent transactions using best suiting 

algorithms and by addressing the related problems identified 

by past researchers in credit card fraud detection. By 

addressing real time credit-card fraud detection by using 

predictive analytics and an API module the end user is 

notified over the GUI the second a fraudulent transaction is 

taken place. This part of our system can allow the fraud 

investigation team to make their decision to move to the next 

step as soon as a suspicious transaction is detected. Optimal 

algorithms that address four main types of frauds were 

selected through literature, experimenting and parameter 

tuning as shown in the methodology. We also assess sampling 

methods that effectively address the skewed distribution of 

data. Therefore, we can conclude that there is a major impact 

of using re sambling techniques for obtaining a comparatively 

higher performance from the classifier. The machine learning 

models that captured the four fraud patterns (Risky MCC, 

Unknown web address, ISOResponse Code, Transaction 

above 100$) with the highest accuracy rates are LR, NB, LR 

and SVM. Further the models indicated 74%, 83%, 72% and 

91% accuracy rates respectively. As the developed machine 

learning models present an average level of accuracy, we 

hope to focus on improving the prediction levels to acquire a 

better prediction. Also, the future extensions aim to focus on 

location-based frauds. 
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