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Abstract— Cloud Computing is the one of the hot and high 

value topic in the IT industry. Cloud computing provide a 

new method of delivering computing resources. Cloud 

computing resources includes data storage, processing to 

software, customer relationship management etc. The goal of 

cloud computing for private or public is to provide easy and 

scalable services to the IT industry. In simple words the 

delivery of software, storage, network, analytics and 

intelligence over the internet to provide faster, economic and 

flexible service to the client. Amazon rollout the first kind of 

cloud in 2006 after that many companies like Google, Oracle, 

Azure, IBM any many provide the cloud services. Services 

provided by cloud providers are Paas (Platform as a Service), 

Saas (Software as a Service), Iaas (Infrastructure as a 

Service). Virtualization is the one of the main keyword found 

in the cloud world. Virtualization is creation of virtual 

servers, infrastructure and computing. Virtualization is the 

one of the foundational element in the cloud computing. As 

all industries are moving into cloud the security is also as 

important and this research paper is going to check how safe 

is cloud? 
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I. INTRODUCTION 

Cloud computing is a general term for anything that involves 

providing the on demand services to end users over the 

internet. If an individual starts a business at early stage the 

resources used will be less as the number of employees are 

hand countable, but as the business grow the need of 

resources and count of employees increases. For that the 

system, network, data storage and servers will also be needed 

for the business. The resources to maintain, planning, security 

need to be paid so the expense of company will also increase 

as per growth. There will be many un wanted expenses due to 

resource wastages etc. To solve this problem cloud 

computing play a major role. 

 A cloud can be private or public. A public cloud sells 

services to anyone on the internet. A private cloud is a 

proprietary network or a data centre that supplies hosted 

services to a limited number of people, with certain access 

and permissions settings. Private or public, the goal of cloud 

computing is to provide easy, scalable access to computing 

resources and IT services maintained by the cloud providers 

so the user doesn’t have to worry about the maintenance. 

II. REVIEW OF LITERATURE RESEARCH METHODOLOGY: 

Sr. 

No 
Author/Co Authors Name 

Date of 

Publication 
Title of Research paper Objectives 

1 

Ashok Gupta, Shams Tabrez 

Siddiqui, Shadab Alam and 

Mohammed Shuaib 

June 2019 
Cloud Computing Security 

using Blockchain 

Cloud Computing, Blockchain, 

Security, Information security 

2 

Amal Abdulbaqi Maryoosh, 

Rana Saad Mohammed & Raniah 

Ali Mustafa 

09, Sep 2019 
Cloud Computing Security 

Based on Cryptography 

Cloud Computing, Chaotic 

Schemes, Deoxyribonucleic acid 

series, Cryptography 

3 Mervat Adib Bamiah 
13, Nov 

2013 

Trusted Cloud Computing 

Framework For Healthcare 

Sector 

Cloud Computing, HIPAA, 

Security, Privacy, Trust 

4 Ali Bou Nassif April 2020 
Offering SaaS as SOA 

Services 

SaaS, SOA, Web Services, 

Migration from SaaS to SOA, 

Cloud Computing 

5 Rajagopal Ananthanarayanan June 2020 

Cloud analytics: Do we 

really Need to reinvent the 

storage stack? 

POSIX storage stack for cloud 

analytics 

III. HOW CLOUD COMPUTING WORKS? 

Cloud computing works by enabling the services through a 

remote physical server, database and computers to access data 

and cloud application over internet. An internet network 

connection provides the front end, which includes the 

accessing client device, browser, network and cloud software 

applications, with the back end, which consists of databases, 

servers and computers. The back end functions provide 

repository, storing data that is accessed by the front end. 

Cloud computing heavily depends on Virtualization and 

automation. This helps users to utilize the services from 

anywhere in the world on their system over the internet. The 

users have to pay only to the services they are using instead 

of spending a large amount of money in the implementation 

and maintaining the setup by themselves. They can access the 

data, servers sitting anywhere in the world. 
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IV. TYPES OF CLOUD COMPUTING SERVICES: - 

Cloud computing services are divided in to three categories  

1) Iaas- It stands for Infrastructure as a Service. Iaas 

provides computing architecture and infrastructure. Data 

storage, virtualization, servers and networking are taken 

care by the providers and is managed by the user 

application, middleware and data. Vendors manage 

above resources. Iaas is used by system administrators. 

Pros of Iaas is cloud provides the infrastructure, 

enhanced scalability and flexible. But the issue faced for 

the Iaas is service delays, network delays and security 

delays. 

2) Paas- It stands for Platform as a service. In Pass the 

services provided are Programming language, Operating 

system, Server and Database. It provides with 

encapsulation. And the user can build, compile and run 

programs. This services are managed by the users they 

manage data and application resources. This service is 

used by the developers. Common PaaS products include 

Salesforce's Lightning Platform, AWS Elastic Beanstalk 

and Google App Engine. It is faster market for 

developers, easy deployment of web application. It is 

cost effective and scalable. The issues faced for these 

services are developers limited, migration issue and 

vendor lock-in. 

3) Saas- Saas stands for Software as a service. In Saas cloud 

providers provide the software as a service to the end 

users. It is based on demand services, the service are 

provided to customer on demand for the software. The 

user do not need to install the software on personal 

system. The user does not have to worry about the OS 

the user is using because it is universally accessible from 

any platform. Vendors Provide the modest and latest 

tools and allow multi-tenancy. The issue faced by user 

for this services can be portability; internet issue the size 

of software depends on its purpose so some heavy 

software need strong internet. 

V. DEPLOYMENT MODEL: 

There are 3 type of deployment model  

1) Public cloud- In public model the providers provide the 

services like application, storage in general over the 

internet. It is easy and inexpensive to setup. No wasted 

resources as users have to pay as per the use only. But as 

this is public cloud security and privacy is a big concern 

if not managed properly. 

2) Private cloud- In private cloud the resources are 

accessible for only limited number of public behind the 

firewall, so it minimizes the security concern. It is mainly 

used by organizations and it gives direct control over 

data.  

3) Hybrid cloud-In Hybrid cloud it is a mix of private as 

well as public. And It helps to get best of both private 

and public cloud. 

VI. SECURITY CONCERN IN CLOUD: 

Virtualization is a technique in which a fully functional image 

of an operating system can be captured and run on the users 

physical machine. Hypervisor is required to run a virtual 

operating system in a virtual machine. And if the Hypervisor 

is vulnerable then the whole system can be compromised and 

hence the users data can be breached.  

 Another risk involved with virtualization is with 

allocation and de-allocation of resources. If the memory is 

allocated to a user and after the use of that client and the same 

memory is allocated to another user without cleaning the 

memory then there is a possibility of the data exposure so the 

allocation and de-allocation is a big part of virtualization. 

 So the proper planning of virtualization should be 

done. Resources should be properly verified and 

authenticated should be done before de-allocated to the users. 

VII. DATA SECURITY: 

There are two states where data is vulnerable in cloud. They 

are data at rest and data in transit. Data security is a big and 

major concern. Confidentiality and Integrity of data is based 

on mechanism such as encryption and decryption etc.  

A. Data at Rest:  

Data at rest means data present in cloud. Data present in cloud 

can be accessed through internet. This data can be backup or 

live data. If the functionality have any loop hole this data can 

be breached easily. The organization cannot control the data 

physically so this is a big concern. This can be counter by 

using private cloud with more controlled access.  

B. Data in Transit: 

 Data in transit means data travelling in and out of cloud. And 

it is more vulnerable than data at rest. Data in transit can be 

files, username, password etc. As the data is traveling from 

one place to other an intervention can cause major security 

concern. Data in transit can be secured through data 

encryption. So that if the data is eavesdropped still the data 

cannot be read by the intruder. 

 

VIII. SECURITY CHALLENGES: 

Securing cloud will be a big challenge for the organization. 

Hence it is very important to mimic the security vulnerability 

and create a good strong security model to establish in safe 

cloud environment. Major challenges involve:  

 Lack of proper governance- Cloud providing 

organization have the complete control on resources but 

they have to provide the control to users once the 

resources is shared this can cause a big security gap. 

Google, Amazon and other cloud provider’s states that 

they don’t take any responsibility, liability or authority 
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for corruption, unauthorized etc. So this is a big major 

concern for the users.  

 Malicious attack- Sometimes the architecture of cloud 

computing environments poses risks to the privacy and 

security of the customers. 

 Insecure or incomplete data deletion-If client wants to 

delete the data will it delete the data accurately or it will 

just delete incompletely and which it will make a big data 

security concern due to multilatency. 

IX. CONCLUSION:  

Cloud computing are growing in faster rate. All type of 

industries are accepting the cloud computing technology. 

Data present in the cloud can be at high risk if the data is not 

protected properly. This paper discusses about data security, 

security concern and virtualization. This paper also discussed 

about the two states data at rest and data in transit. 
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